


Risky Business:
Using EHRs to
Predict Disease Risk

Nevertheless, there are some tantalizing signs of progress. For example, researchers in Boston 
developed a machine-learning method to provide real-time tracking of influenza infections 
based on EHR data. Each year in the U.S., some 50,000 people die as a result of the flu and its 
complications. Indeed, the U.S. Centers for Disease Control and Prevention (CDC) monitors 
influenza and influenza-like infections based on reports from health care providers, yet its 
estimates of viral activity come with a time lag of one to two weeks. Efforts to design tools that 
provide real-time estimates — such as Google Flu Trends (GFT), which used Internet search results 
— have so far proved disappointing. (GFT was discontinued in 2015 after it misread the severity of 
the 2013 flu season.)

By integrating EHR data with historical flu trends and machine-learning techniques, the Boston 
team created a new tool that can predict flu activity at both regional and national levels in real-
time. Remarkably, its predictions are as accurate as those provided by the CDC and are available 
at least a week earlier. This kind of real-time disease surveillance can enable public health 
organizations to better utilize resources for treatment and prevention.

Another recent advance in EHR analysis makes use of a promising branch of machine learning 
known as deep learning. The power of this approach lies in part in its ability to unearth novel 
connections among data without the guidance of a human expert, who would otherwise specify 
patterns to search for. Using such deep learning methods, a team of New York researchers recently 
developed a method for predicting patients’ future health. The team trained it using roughly 
700,000 individual patient records. Notably, they engineered their tool to forecast not just one 
type of illness, but nearly 80 different conditions, including cancers, heart disease, diabetes, and 
psychiatric disease.

In initial tests, its performance proved quite remarkable, particularly for forecasting severe forms 
of diabetes, certain types of cancer (liver and rectal), and schizophrenia — a condition that is often 
vexing for clinicians to predict. The New York team tested their method on some 75,000 patient 
records to determine its accuracy of predicting different conditions within a one-year interval.

Despite the groundswell of enthusiasm around these and other deep learning techniques, there 
is also a healthy dose of concern. That’s because deep learning algorithms typically operate much 
like a “black box” — that is, they yield answers, but it is difficult to ascertain exactly how these 
answers were generated. Such opacity could prove challenging to their acceptance and adoption 
for use as decision-support tools, particularly in fields like medicine, where clinicians have not 
only a desire to understand but also are ultimately responsible and accountable for the clinical 
decisions they make.  Indeed, researchers worldwide are working on ways to address this problem 
by developing methods that enable more transparent AI-based systems.  \\

A holy grail of modern medicine is to make 
health care more precise — that is, better at 
detecting declines in patients’ health as early 
as possible and delivering more powerful, 
molecularly-honed, and personalized (or 
patient-specific) treatments that can halt, 
or even reverse, the course of disease. With 
the rise of electronic health record (EHR) 
systems over the last decade, the vast 
majority of U.S. hospitals capture individuals’ 
medical information in a digital format to 
help streamline and improve the business 
aspects of health care, including decreasing 
cost, increasing efficiency, and improving the 
quality and safety of care.  Digital EHRs are 
now enabling a new wave of biomedical and 
clinical research, generating new knowledge 
to improve clinical decision-making — and 
helping to realize the goals of so-called 
precision medicine.

Given the wealth of data contained in EHRs, 
researchers are turning to artificial intelligence, 
and specifically machine and deep learning, 
to more effectively harness these “big data.” 
Such efforts come with significant challenges, 
though. First, EHRs contain a diverse array 
of data types and formats, ranging from 
simple numbers (age, height, and weight, for 
example) and categories (such as gender and 
marital status) to clinical information (like vital 
signs and laboratory tests), medical billing 
codes, doctors’ and nurses’ notes, medical 
imaging, and more. In addition, EHRs are often 
incomplete and inaccurate. These features can 
further complicate AI-based approaches to 
EHR analyses.
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Can Personal Devices 
Improve Your Health?

Thus, the research team has designed a series 
of wearable devices that can collect diverse 
types of sensor data and operate for a full day 
on a single battery charge. These include a 
watch-style gadget that decodes hand and 
arm movements and measures not just heart 
rate — as most of today’s wearables do — 
but also heart rate variability; a micro-radar 
sensor to enable the detection of heart and 
lung activity without the need for skin contact 
(via electrodes); and a set of “computational 
eyeglasses” that provide real-time eye and 
gaze tracking. The team has also created 
smartphone apps that can connect wirelessly 
to their devices to collect sensor data and 
generate a digital profile of the user’s health.

With these tools, the investigators are 
tackling a range of health problems, including 
addiction, cigarette smoking, heart failure, 
and obesity. However, the approach is broadly 
applicable and could also help unearth 
insights into a range of other conditions. 
Importantly, the team’s work is open-source, 
so wearable device developers could leverage 
this work to build new sensors and apps for 
their own products.  \\

Digital devices permeate our lives. For most of our waking hours, we sport mini-computers 
strapped to our wrists or tucked into a pocket. We rely on these gadgets for an ever-expanding 
array of tasks, and without them (or their sufficiently juiced batteries), modern life can come to 
a screeching halt. It seems almost natural, then, that we ask: How can these digital companions 
make us healthier — can they warn us of an impending heart attack, say, or predict the early 
stages of Alzheimer’s disease?

That’s precisely the goal of a new wave of research that seeks to harness the vast amounts 
of data that are collected passively by personal devices, such as Fitbits, Apple Watches, and 
smartphones, throughout the day. For example, how often does an individual stand up and 
move around? How far does she typically walk and for how long? What is her gait like? How 
often does she leave the house or make phone calls? How frequently does she send text 
messages? How fast does she type?

To sort through the “big data” that flow from these devices, researchers are turning to different 
forms of artificial intelligence, or AI, to create a kind of “digital phenotype” that could help 
monitor patients’ health over time. For example, a team in Boston is leveraging this approach 
to study patients who have recently undergone treatment for brain cancer. In many forms of 
the disease, the standard-of-care post-treatment is fairly straightforward: patients receive an 
MRI scan every few months to check for complications or recurrence. The Boston researchers 
are now looking for ways to stratify these patients, using digital phenotyping, for example, to 
help pinpoint those who require more aggressive interventions. They and others believe that 
smartphones will become another tool in clinicians’ toolbox to help identify acute changes in 
patient behavior that indicate a decline in health.

A sweeping, NIH-funded consortium spanning 13 universities and non-profit organizations 
is pursuing similar goals. But first, it is addressing some of the shortcomings of the current 
generation of commercial wearable devices. These devices gather only a few types of user 
health data and do not display raw sensor data. Because of these and other limitations, they are 
not well suited to the kinds of research required to determine how wearables can be leveraged 
to predict disease and improve health.
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A Picture is Worth a 
Thousand Words

In medicine, an image on a computer screen 
is more than just a picture; it is millions, even 
billions of data points that can be systematically 
scrutinized and mined for connections to 
health and disease. Understanding how these 
data points vary within and between images — 
and patients — stretches the limits of human 
cognition.  Indeed, medical images are acquired 
by clinicians in fields across the medical 
spectrum, including radiology, pathology, 
dermatology, ophthalmology, as well as some 
surgical specialties.

Now, artificial intelligence, or AI, is transforming 
how these digital images are analyzed and 
interpreted in various spheres of health care. 
With advances in computer vision and machine 
learning technology, a new era of automated 
disease detection is dawning, providing 
clinicians with tools to more rapidly — and 
in some cases, more accurately — diagnose, 
characterize, and predict the course of disease.

This revolution is expanding to encompass 
an increasingly important source of clinical 
images: smartphones. Although smartphone 
photos are generally less standardized and 
more variable in quality than conventional 
clinical images, there is a growing array of 
AI-based tools that seek to harness these 
photos for a variety of medical purposes 
including preventative care, monitoring of 
chronic disease, and providing expert care to 
underserved areas. Indeed, this area is likely to 
grow substantially: by 2021, there will be some 
six billion smartphone subscribers worldwide.

One promising area of research that seeks to harness this near-ubiquitous source of images 
involves the diagnosis of rare genetic disorders in young children. Since a significant fraction of 
these conditions include craniofacial abnormalities, a team of researchers in the U.K. recently 
developed facial-recognition software that can analyze ordinary photos for signs of developmental 
disease. The tool analyzes discrete features of the jaw, mouth, nose, eyes, and brow and then 
compares them to a database of over 90 disorders. These data are then used to construct a list of 
possible diagnoses.

The power of this approach lies not only in its ability to aid in diagnosis — indeed, the majority 
of children with a genetic disorder never receive a definitive diagnosis — but also in revealing 
clusters of unrelated patients who suffer from the same condition, especially if the cause of 
their illness is unknown. These individuals could be candidates for genome sequencing, thereby 
helping to unearth the genetic underpinnings of their disorder.

Another exciting application of AI to smartphone images emerged last year from researchers in 
Palo Alto, California. The team developed an algorithm that was trained using more than 1 million 
images to detect skin cancer. Each year, there are more than 5 million new cases of skin cancer 
in the U.S. For melanoma, the deadliest form of the disease, early diagnosis is crucial. If caught 
early, the 5-year survival rate is over 99 percent, yet that figure plunges to around 14 percent if the 
disease goes undiagnosed until its most advanced stages.

By analyzing photographs of moles and other skin lesions — including photos taken with 
everyday devices, such as smartphones — the Palo Alto team’s software was able to distinguish 
benign from malignant skin cancers, including melanomas. Notably, the method’s diagnostic 
accuracy was comparable to that of 21 board-certified dermatologists. If deployed widely on 
mobile devices, this skin cancer detection method could help dramatically expand access to 
diagnostic expertise in dermatology.

Additional efforts are underway to put low-cost health care tools into the hands of those who 
need them. For example, scientists in Israel and the U.S. are using computer vision and machine 
learning to develop an inexpensive, rapid test for cervical cancer. In rural health care clinics 
in Africa and other nations, women typically lack access to first-line cervical cancer screening 
methods, such as Pap and HPV tests. And yet, of the nearly 300,000 women who die each year of 
cervical cancer, the majority live in low-resource countries.

The researchers’ approach harnesses a decades-old discovery that acetic acid — essentially, 
vinegar — turns precancerous lesions white when applied to the cervix. Although clinicians can 
visualize these lesions directly, accurate diagnoses require significant expertise and training. 
Armed with a small device that clips on to a smartphone to capture photos of the cervix — and AI 
tools that are then applied to those photos — the team is now working to overcome this challenge 
and broaden the reach of early detection efforts in cervical cancer.  \\
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AI at the Bedside
As medicine has grown in complexity, the amount of data a single patient can generate — even 
during a brief hospital stay — has skyrocketed. This big data challenge is reflected in the array 
of clinical measurements that clinicians can gather at patients’ bedsides, such as blood pressure 
readings, electrocardiograms (ECGs), and electroencephalograms (EEGs). For critically ill patients or 
those whose conditions require constant monitoring, these routine readings can quickly swell into 
vast oceans of data, complicating physicians’ efforts to make timely, sound decisions.

Consider the case of EEGs. ICU patients with neurological conditions, such as a ruptured 
brain aneurysm, typically receive constant EEG monitoring for about two weeks. Neurologists 
now examine this data by eye, searching for changes in the size, shape, and frequency of the 
waveforms. Yet due to the massive volume of information that comes with EEG, it is feasible for 
doctors to review these patients’ recordings only twice a day, searching for specific signatures that 
can forecast a seizure — or other signs of neurological illness. But what if EEG data could be mined 
continuously in an automated fashion to preempt adverse events?

Researchers, including a team in Boston, are working toward this goal by harnessing artificial 
intelligence (AI). Using machine-learning (ML) approaches, the team has developed an algorithm 
initially designed to address another important and vexing problem: Deciding whether or not 
to withdraw care from comatose patients. Indeed, these patients represent a deeply challenging 
group. Doctors currently base their recommendation to continue (or discontinue) supportive 
care on multiple variables, both clinical signs and electrophysiological signals. Yet the tools for 
assessing these variables generally lack precision.  

To help bridge this gap, the Boston team developed a method to automatically quantify patients’ 
brain activity in response to external stimuli — a measurement known as EEG reactivity, which 
can often help predict comatose patients’ outcomes. Typically, clinicians visually inspect the 
EEG outputs and compare them pre- and post-stimulation — an approach that may miss subtle 
variations. With ML-based, data-driven methods, it is possible to detect these and other EEG 
changes automatically. In a proof-of-principle study, the group’s method showed significant 
promise, performing at least as well as the consensus opinion of three expert EEG readers. Now, 
researchers are working to hone and improve this tool so that at any point in time it can assign a 
probability score that accurately reflects a patient’s likelihood of recovery in six months, helping to 
bring greater precision to the care of comatose patients.

Using similar techniques, researchers are leveraging AI to help analyze and interpret ECGs, 
another form of physiological monitoring that strains humans’ capacity to discern slight variations, 
particularly in high volume data. In contrast, , automated computer algorithms can swiftly process 
these readings, resolving and evaluating each individual heartbeat. Researchers have begun to 
leverage these algorithms to help predict patients who are at high risk of acute cardiac events.

For example, in a 2011 study, researchers 
in Michigan and Massachusetts identified a 
set of so-called “computational biomarkers” 
— signals derived from AI-based analyses 
of continuous ECG data — that are strongly 
associated with cardiovascular death following 
acute coronary syndrome (ACS), an umbrella 
term describing conditions under which blood 
flow to heart muscle is blocked. Collectively, 
the identified biomarkers reflect distinct 
aspects of cardiac function, such as the 
amplitude differences between successive 
heartbeats, and can be used to evaluate 
differences in one patient’s ECG readings from 
those with a similar condition. When combined 
with existing models for prediction, these ECG-
based biomarkers significantly improved risk 
stratification of patients with ACS.

Now, another Massachusetts-based team is 
harnessing this approach to scrutinize ECGs 
from hundreds of thousands of patients to 
uncover biomarkers linked to sudden cardiac 
death (SCD). This condition arises when 
the heart abruptly stops beating, typically 
stemming from electrical disturbances that 
interrupt the organ’s normal rhythm. SCD is 
the leading cause of natural death in the U.S., 
responsible for more than 300,000 deaths each 
year — often adults in their 30s and 40s with 
undiagnosed genetic predisposition for heart 
disease. The researchers’ goal is to develop 
an ECG-based tool that can serve as an early 
warning system, helping doctors identify 
patients who are at high risk of SCD.  \\
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2018 Disruptive Dozen
a r t i f i c i a l  i n t e l l i g e n c e
Below is our Disruptive Dozen for 2018, which was guided through the nomination and 
selection-ranking process by our committee, each earning scores along the way.
We present these disruptors to you in order of their rank after the final committee 
voting was completed.
The medical professionals listed below, experts in artificial intelligence, were each 
paired with a specific disruptive innovation.
At the Forum presentation, each expert explained its potential impact on artificial 
intelligence in the decade ahead.

12 | Melding Mind and Machine
Leigh Hochberg, MD, PhD
Director, Center for Neurotechnology and 
Neurorecovery, Neurology, MGH; Senior Lecturer, 
Neurology, HMS

11| Next-Gen Radiology
Alexandra Golby, MD
Neurosurgeon, Director of Image-guided 
Neurosurgery, BWH; Professor, Neurosurgery, 
Radiology, HMS

10 | Disseminating Medical Expertise to
Areas that Need it Most

Jayashree Kalpathy-Cramer, PhD
Assistant in Neuroscience, MGH; Associate 
Professor, Radiology, HMS

9 | Getting Back to Face Time: AI Tools that
Help Reduce Physicians’ Computer Use
Adam Landman, MD
VP and CIO, Brigham Health

8 | Minimizing the Threats of
Antimicrobial Resistance and 
Infections Associated with
Antibiotic Use
Erica Shenoy, MD, PhD
Associate Chief, Infection Control Unit, MGH; 
Assistant Professor, HMS

7 | Harnessing the Power of Digital
Pathology
Jeffrey Golden, MD
Chair, Department of Pathology, BWH; Ramzi S. 
Cotran Professor of Pathology, HMS

6 | Bringing “Smart” Machines to Medicine
Mark Michalski, MD
Executive Director, MGH & BWH CCDS

5 | Reading the Tea Leaves of Cancer
Immunotherapy
Long Le, MD, PhD
Director, Computational Pathology and Director, 
Technology Development, Center for Integrated 
Diagnostics, MGH; Assistant Professor, Pathology, 
HMS

4 | Risky Business: Using EHRs to Predict
Disease Risk
Ziad Obermeyer, MD
Assistant Professor, Emergency Medicine, BWH; 
Assistant Professor, HMS

3 | Can Personal Devices Improve Your
Health?
Omar Arnaout, MD
Co-Director, Computation Neuroscience 
Outcomes Center, Attending Neurosurgeon, 
Department of Neurosurgery, BWH; Member of 
the Faculty, HMS

2 | A Picture is Worth a Thousand Words
Hadi Shafiee, PhD
Director, Laboratory of Micro/Nanomedicine and 
Digital Health, BWH; Assistant Professor, HMS

1 | AI at the Bedside
Brandon Westover, MD, PhD
Director, MGH Clinical Data Animation Center, 
MGH; Assistant Professor, HMS
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